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Qutline
Basic Setup of a Port Operations

= Pilots and berthing.

* Planning —ship and yard,

= Resources allocation and planning.

= Ground operations and contrel.

* Gate Operations.

* Porl Security and Safely.

* Maintenance and cqulpment management.

' Computer Systems maintenance and support.

* Training and adopticn of technologies.
Operations

* General Pracess cydle.

» Development of Conlainer Terminal Operations thraugh the years,

* lise of technalogy to improve operations flow.
Port Security and Safety

* Security and Safety concerns,

s National and global securily laws and regulations.
* Why is Security and Safety issues cantribute to Part Campetitiveness.

Basic Setup of a Port Operations

< Pilotage and Marine Operations
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Pilots and Marine Operations

= Port Master or Director of Marine - responsible for enforcing the regulations of a
particular harbour or pert, in order to ensure tha safety of navigation, the security
of the harbour and contral the overall marine operations and activities.

+ Pilotage Section —Superintendent of Piletage - Cantrol Centre, Harbour Pilot
Deployment

* Tughoats and Pilot baats Deploymaoent Seclion

« Berthing Section (member of Berthing Committee) and Wharfinger Section

« Vessel Traffic Informaticn System Section

» Port Clearance Seclion

« Navigation Aids Section — Nautical charts, lighthouses, tidal information, etc

= Bunkering Section — Standards, licence, etc

+ Harbour and Pleasure Craft Section — Licensing, Deregistration, Lay Up, Breaking Lip
and Disposal.

Pilots and Marine Operations

= Navization and Pilotage

» The walers of Singapore are divided into different anchorages. Thisis done
basically Tor the purpose of control and safety where certain anchorages are
exclusively reserved for the use of a particular type of vessel or activity.

» With the many shipping movements within Singapcore waters, a system of fairways
are carefully charted to prevent a chaotic traffic situation developing. Certain
demarcated for the exclusive use by vessels to proceed to one particular direction.
The main emphasis is navigational safety.
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Pilots and Marine Operations

« Navigaticn and Pilotage

+ Owing to the tidal conditions, peculiarities/constraints of various berths and the
natural hazards to navigation, it i necessary to enforce compulsory pilotage to
assisl ships manoeuvie their vessel The carmpulsory pilotage is olso to aim to

increase safety in the port.

« Navigaticnzl aids such as buoys. lighthcuses and beacons are installed in strategic
locations arcund the port to guide the ships move safely as the various channels,
wrecks, shoals ar rocks are dangerous to surface navigation.




Pilots and Marine Operations

+ Berth Planning and Allocation

+ Berth planning process schedules the usage of the quay by vessels. Optimise berth
utilisation and minimise waiting time to vessels. In line allocation, assigning "home
terminal” to each shipoing line.

« Infurmalion on in-coming vessel eg. overall length, draft, tonnage, no. of containers
to be discharged elc are transferred from a shipping line to the port terminal.
These infermation are thon recorded inlo the berth planning system of the terminal.
Must apply for berth at least 3 days ahead of the required berthing time.

+ Vessel will be allocated at the dedicated berths which are based on the contract or
agreement or at the common user berths.

Pilots and Marine QOperations

» Berth Planning and Allocation

« It is desirable that veszel operations are completed within an operation time pre-
specified by a mutual agreement between the corresponding ship carrier and the
terminal port.

« Porl Lerminals wilh a large tidal difference may have a furtherissuz on the berthing
and unberthing time for the large vessels.

« Basicset-up : Berthing Manager, Assistant Berthing Manager and Administrative
staff. - ;




Pilots and Marine Operations

= Berth Planning and Allocation

» Istha berth to b2 allocated to the vessel near to the loading containers?

» Is the berth Lo be allocaled Lo Lhe vessel has sulficient slorage spaee?

« |s the berth available upon the arrival of the vessel?

Are the required types and no. of equipment and gears avzilable for use by the
vessel?

« Are the manpower be available upon the arrival of vessel?

= Are there any restrictions to the vessel? What are they? Can the vessel wark with
the restrictions?
Are all the dacuments be readily for vessel operations ez hay plan, crane sequence?

Basic Setup of a Port Operations
< Planning — Ship and Yard




Planning — Ship and Yard

« Ship or Stowage Planning

= Ship or Stowage planning is the process of specitying the containers to be
dizcharged and loaded into slots ina ship bay

» The information required by the Ship or Stowage Plannar are;
= Schedule list of ports that the vassel wl be calling at in the oreer of rotation
n Bay Plan showing the stowage ot containars
v Summary of containers wh sizeltype/wzight of containe-s per port tha: are planned to be
oaded on the vessal
= Summary of the cangercus goads. refzr anc OOG containers to be handled
v List and sumimary of trans 't coraines that are on board after discharge

Planning — Ship and Yard

= Ship or Stowage Planning

» The Stowage Flanning pracess is as follows:

Veafy Stowags Crang Containsr
contziner | =m | Marking & | memdy| S5 itsivg and | oo | o slatting
il details Adjustment SEQUENCITE
Azopive | ﬂ
Bay Plan c-"“@;_\, = = :
ote tight Lineate expart Horele 3 Eima
connsctions MR cuilainer o Zwceptors o PIA:‘:iII'Ig
details




Planning — Ship and Yard

= Ship or Stowage Planning

» Bazed an tha informration and details supplied the shipping line, the Ship Planner
will create the Crane Sequerce, Discharging List and Loading List to execute the
discharging and loading operations {also known as Vessel Operations).

s Sel-up:
7 Stawage or Ship P 2aaing WManagsr
= Slowage or Ship P anners
= Assistant P enners
» Flanning Assistars

Planning — Ship and Yard

* Yard Planning — Export Containers

+ Inplanning export containers, most of the terminals rely on Shipping Line/Agent’s
Boaking Morecast for informaticn on the no. of containers to be handled and their
particulars. Containers are then segregated according to:

1 Sjza

= Types

© Weight class

= Ports of call

= Specidl reguirements




Planning — Ship and Yard

= Yard Planning - Impert Containers

= Normally these containers are classified under 3 types before assigning space for
them.
= Full contain load (FCL)
« Less carzainer oad (LCL)
= Transhipment

¢ The import containers are assipgned space separalely according o Their status.
Within cach status The containers are segregaled by sizes.

Planning — Ship and Yard |

= Yard Planning |

+ Macro Yard Plannhing ‘
« Plan space 7-5 days ahead of vessel’s arrival

= Derive broad vard template

+ [ecide no. and size of clusters

= Conszolidate containers to make space and optimise utilisation of yard space

= Micra Yard Planning ‘
= Assign containers into clusters alloczted |

+ Ensure that the containers are stacked according to PSCW and second carrier
» Take correclive actions where nocessary eg resolve contention, divart containers |




Planning — Ship and Yard

* Yard Planning Process

Planning — Ship and Yard

* Yard Planning

« Set-up:
= Yard Fenning W aaagss
- Yard P zoners
= Assistaat Flanaers
i Planning Assislants

10



Planning — Ship and Yard
* Yard Planning

.

-

TR

¥ard perfnrmance indicators

Yard utilisation
o TEI/Cround slot
v % contziners lying vs capacoity
Dwell Lime
= Length of stay of contziner
Service level
ime taken by vard crane operator ta sesve a haulier
Valume of yard shifting
Yard crane productivity

Basic Setup of a Port Operations

< Resource Allocation and Planning
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Resources allocation and planning

» Resource allacation and planning play & very important role to attain high levels of
productivity, performance and quality services in port operations.

» Before the arrival of vessel it is essential to make a provisional plan for various
categories of manpower and types cf equipment,

» The planning and allocation of resources also depends on the availability of
information such as volume and types of containers to be handled, stowage plan,
and date & time of barthing.

Resources allocation and planning

* 8-hour Shift Roster
= 0700 — 1500 hours
+ 1500 — 2300 haurs
+ 2300-0700 hcurs
+ F = Flexible $hift ie. 1+ shift ar 2'™ shift
¢ Rosler Pallen —1133022F

= 12-hour Shift Roster
- D730- 1930 hours
T 930 —NTO0 hours
= F  Flexible Shift ic. Day or Night duty
= R- Reserve
= Roster Pattern — DENOCOR

12



Resources allocation and planning

« Staff Unavailahility
» Vacation |eave
= Medical leave
e specizgl leave (Wecding, compensale, glc)
v Matinnal service reservist Training

* Managing Staff on public holidays and festivals
a Not all can be released for vacation leguve

» Need to nave a leave quota system to determinz the no. of staff to be granted vacation
lrave.

Resources allocation and planning

= Managing Equipment and Machines
" Na. & types cf equipment/machines availzble
s Ne. & types af eguipment/machines on breakcown repairs

= Ma. & tyoes af ecuipment/machines on scheduled sarvicing and maintenance

+ Deployment Process
= Establish the staff availaole and depgloy them acce dingly such as OC aperators, Yard
crane operators, PM drivers, lashing specizlists, wharf operations supervisors, etc.
= Reguest for contractor to supply acditional manpower is necessary.
= Monitor actuzl deployment and make adjustirent whenever necessary.

13




Resources allocation and planning

* Problem facing resource deployment
= Delays in arrivals and departures of vessels.
« Delays due to cell guide damaged, ship crane breakdown, etc
m Seasanal demends

Basic Setup of a Port Operations

o Ground Operations and Control
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Ground operations and control

+ With the increasing volume of conta ners in a cantainer terminal, comptterisation of
recards and automnaticn of cranes, the ground operations and control are gatiing
more complex. Control Centres may need 1o be set up in the container terminals tc
manage the ground cperaticns and control.

+ The rales of a Control Centre are:
= Executz discharging and loading operations as planned by the stowage planner.
= Monizor crane sequencing and movement ta avoid crane clash.
= Mor tor vessel and shore crane parformanca as oparatons progress.
' Solve problems arising from vessel operations or ship-io-shore (STS] cperations
+ Mon tor and control yard operations to avoid crane clash and congestion.
 Moniter resaurce deployment and increase resources whan necessary.
+ Ensure safe and sroper ¢ischarging and leac ng operations.
- Achieve the planned departure time (PDT) of vessels.

Ground operations and control

« Set-up of Conrol Cenres:

¢ Various units ara s=2t up to manage different group of resnurces — for examole,
shore cranes, yard cranes, prime movers, lashing specialists, etz. There is a
overall Controller in each shift to manage the Contrel Centre. He will be assisted
by Asst. Controllers or Senior Operations Supervisors lo loak after each groap of
resources.

» Anntner way various units where each unit looks afte- vessel operations, yard
operations, trans®er ¢f conzainers from vessels to shore and 1 yard. There is an
overzall Controller in each shift to manage the Contre’ Centre. He will be assistec
by Asst. Controllers or Senior Cperations Supervisors 1o lock after each areas at
\fessel Cperations. Yard Opearations, ete

15




Ground operations and control

§ OPerations

i

3 main ground cperations

Basic Setup of a Port Operations

o Gate Operations

15



Gate operatians

« Staffing — Operation Manager, Operations Supervisor, Operations Assistants
No. of IN and QU galey

No. of gate lanes at each gale
+ Gate system and procedures
* Opening hours

* Helding areas

Gate operations (cont’d)

- Congestion at container terminal gates is a recurring topic that is being
mentioned freguently at large import/expaort terminals globally

= The reasuns for such congestion are numerous, ranging from volume peaks
due to large container vessels, faillure of equipment or IT system, changeo ir
work procedures ar simply the increase in volume due to seasonal peaks or
general growth,

» The most commen approaches to address the problem are langer opening
hours, more gate lanes, appointment system, OCR systern and more staff,

17



Gate operations (cont’d)

-

Flow-Threugh Gate

PSA Flow-Through Gate, introduced in 1997, is a fully automated system that
identifies containar trucks ard gives drivers instructions within 25 seconds.

It handles an average traffic flow of TOC truc«s per pcak nowr and & 000 trucks per
day.

After a manifest is submitted through PORTNET®, the fully aviomated and
paperless procass at the gate clears trucks entering the port within 25 secords with
the following steps:

The truck arrives at the in-gate. The driver taps his PSA pass on the Sell-Service
Terminal (SST) and verifies his identity through a fingerprint biorretric reader or
<eys in his Personal [dertification Number (PIN).

The truck is welghad a1 the we ghbridge.
The gate pizks up the truc<'s identily ram he In-veucle Unit (IU) at the dashbeard.

T R B L TR e L T = ) 1

Gate operations (cont’d)

Flow-Through Gate (cont'd)

Tha gate's Container Number Recogniticn System (CNRS) captures the container
number via Closed-Circuit Televisior (CCTY) cameras.

The system checks the driver's identity, truck's identity, weight and the container
number against the manifest and clears the truck for entry

The system sends a message to the driver's mob e phonz or Mobile Data Terminal
‘MDT on the exact posizian in the yard where the container will be stackec,

In 1999, the Flow-Through Gate Systermn was conferred an Innovation Award at the
11th UK Seatrade Awards for its contribution to the port's excellance.

18



Basic Setup of a Port Operations
o Port Security and Safety

Part Terminal Security and Safety

* Terminal Security Philosaphy

= Todetect and deter.

* First step towards ability to provide adeguate warning is
security awaraness.

* One must maintain vigilance and be observant for
abnormalities.

* CARP - Consider Always and Remember that the ship/port

facility is open to risks and there are Perpetrators lurking
around.

19
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Port Terminal Security and Safety

» TSSD Role and Functions (Terminal Security and Safety
Department)

* Qutsource of PSA Police to auxiliary Actos Sccurity
Management, a private armed guards entity.

*  TSSD was organised into TSD (Terminal Sccurity Department)
and SHD (Safety & Health Department) .

EPPSA Instituie
L1 SAFETY COURSE
Wl ORI SHI?

1 SUBRLIER PERSONNEL

Safety courses provided to port users

20
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Port Terminal Security and Safety
* PSA Safety Philosophy

All accidents can be prevented.

Safety is evoryone’s responsibility.

We must be proactive in impraving safety. R

Working safely is a condition of employmeant. 5 SAFELY!
1. J

We can work safsly and praductivaly at the same Lmo,
We must train and equip people to work safely,

S

EVERYONE'S

Basic Setup of a Port Operations

o Maintenance and Equipment Management
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Maintenance and equipment management

« Even it a port terminal is running optimally. the services and maintenance of

container handling eguipment still need proper attention. It should not be

neglected. s an ideal siluation where all the equipment is able to operate
faultlessly sa that it does not become a constraint on the performance of the
terminal. It will 2lso lengthen the ecaonomia life of the equipment.

+ The primary goal of maintenance is to avoid or mitigate the consequences of
failurc of equipment. This may be by preventing the faillure belore it actually
accurs by the planned preventive maintenance programrme.

Preventive

Maintanance

Corrective

Maintenance

| CDAS |

Testing, ac_Jsting and replacing Jarts
Clagning, gregsing anc lubricalirg
Criange wire rope, cil

Minar modification

Rofuroiskmoent

Identify and repair brenkdown
Roctify component “ailures
Ropair oz maoges due to accdents
Muodilication

Dvertidul of ecdipment

T e s P B
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Maintenance and equipment management

» Preventive maintenance includes tasting, measuraments, adjustments,
parts replacement and cleaning performed specifically to prevent faults from
occurring. Preventive maintenance tends to follow planned guidelines from
time-to-time to prevent equinment breakdown. Itis a regular and routine
action taken on equipment

» Corrective maintenance includes identifying, isclating and rectifying a
equipment fault or breakdown and restoring it to an operational condition
within the tolerances or limits established for operations.

v

Maintenance and equipment management

* Cquipment Management System

0 v
o Engineering @
Workshap

23



Maintenance and equipment management

« Eguipment Management System

=]

o

a

Maintain and carry out maintcnance programmes as olanned
Equipment availability

Low operating costs

Proper mainlenance records of all equipment

« Equipment replacement programme

Planning and scheduling of maintenance programmes
Inventory systerm and records

Jok records

Eguipment histary

= Cost and budget contro

Basic Setup of a Port Operations

o Computer Systems Maintenance and Support

24
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Computer Systems maintenance and support

- PSA computer systems ae maintained by its own Information Technology
{IT) Division. The systems are conngcted to various customers and
government departments to enable business transactions done in real tims.

CJstoms

\ o Yy Sl S

e

= L e StaE——

Computer Systems maintenance and support

» The communication is done via Single Portal with
¢ Single lodgement
 Dala validated
" Security built-in

Biz intelligence

= User templates.

a

25



Computer Systems maintenance and support

» PSA IT maintains and supports the following services:

= Reguisition for berths and pilotage

e Submission of bay plans, stowage instructions far stowage planning
= Submission of shipping notes and delivery orders

= Enguiry on berthing schedules

v Fnguiry on conlainer stalus and localion

= Entry to P5A In-gztes

o Linkage to MPA system eg Arrival declaration, Port clearance, etc

c Linkage to Customs and Trade Department

e Billing of container handling charges and cther charges

Basic Setup of a Port Operations

< Training and Adoption of Technologies
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Training and adoption of technologies

* Bringing new technelogies to a pert terminal will pravide several benefils such as
a) increase productivity and performance, b) improve work safety ¢) provide better
customer services and d) reduce cost. This will enhance the port ‘s competitiveness.

= However getting every staff on board to adopt the new technologies with Lraining is
often achallenge, There are fears and resistance from the staff. There are always
some staff who have their routines for years and they just do not want to change.
Henee, in choosing lor a new technology one should look at its functionality and
user-friendliness. Technologies that require several days of training and going

through hefly user manuals will encounter with staff resentment.

Training and adoption of technologies

T
Portnct>

o
mmmm

AGV

T

OHBC
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Training and adoption of technologies

» Before implementation, get the stall or leam to do trails, get feedback from them
and learn from that before you take the jump. Is the new system more
cumbersome and time consuming.

» Once the staff begin to use the technology regularly, draw attention to the positive
impact. Get these positive impact and publicising it to build a case Tor change. With
the successful roll out, use the leverage of the users to communicale and
dissaminate the meszage.

+ Rewarding the staff who edopted the new technology is effective in influencing
ther staff in adepting it in terms of financial incentives.

Training and adoption of technologies

Principles to Remember - DO

Win hearts and minds by emphasizing how the new technology benefits the parl
terminal and mzkes the staff achieve a safer workplace and hetter life.

Encourage adoption by rewarding staff in ways that are mast meaningful tc them. A
tea party may be organised n handing cut the rewards.

Build the new techralogy into the routines cf the daily work as soon as possible.

28



Training and adoption of technologies

« Principles to Remember - DON'T

» Implement a technology that is mare complicated than it needs to be.

* Overlook Lhe importance of getting the most influential staff on board early in the
process.

+ Punish staff who do not use tha technology or make mistake in theirwork in the
new technology,

Operations

25




General Process cycle

* |mport Process

Sfhgert submit

imperl rceords Lo
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to PSA r-zate |==#| toyard locadon |=| containerontc ™| psacut-gate  |™* veritv 3¢ allow

hzulier tro leave
254

General Process cycle

= Export Proccess

SfAsent submit SAAEENT appoint Haul er a-oceed Faulier takz note Faulier pracesd
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General Pracess cycle

» Look out for Processes with:

» Bottlenecks or congestion

= High wailing lime

= Complicated documentation procedures

= Documentation creating high mistakes or errors
+ Areas take toa much lime lo act

« Too many customers complaints

~ Poor performance

« Work accidents

= Involving too many staff L
+ Manual wark which can be replaced with computerisation or automation.

Development of Container Terminal operations

+ On a typical day, 80 vessels ot different sizes call at PSAterminals. Althcugh a high
number of them arrive out of schedule, the berth planning system allows most of
them to be berthed on arival

+ Flanning begins 72 hours before the sh o artives, when the shipping line applies fer
a berth and sends ship stewage and connection instructions to PSA Singapore
through PORTHET®.

= Once berthed. the quay cranes unlcad boxes destined for other ports and load
boxes brought in by ather vessels.

- The prime mover moves off with the caontainers to the yard. There, the yard cranes
li*t contaners rom prime mevers and stack them in the yarc. The sequencs is
reversed far delivery out of the vard 1o a connecting vessel.




PORTNET

BORT COMMUNITY SOLUTION

VTR T T Y

CARRIER COMNUMITY
4 L Lot s 'ﬁ i

Pfl?bctivé ﬁ.
CoHaborative
Paoyt Uammtmiiy

10,000+ Users

tﬁﬁ! #mr'r'ElwouHumrr
‘I\IBW

%

| |1 AL R TN ORI

2204 Million Transactions [ s e
| Key Transaciions

[ Bl Aibatin e Soase (|

| Irsasnpment inpen

* DriwmrnExsot Sovem

| Har e et Servicr

0 2 TR § el

1 D s Cotts Savtes

[ m e 0y sjmes i Snnies

I w Cotamaln's Fpmcgy
" 8 Prowtiee Watiga=od B

_'4 & Nebdiy devaiire
§ B Raginee | iageanios Sbiesos

# Trude Prrmt Mshacetion Sonar ()

Development of Container Terminal operations

« With CITCS®, P&

. Barthing System

- Flow-tFovgh gate
- Reefer monitorng

Developed in 1888 ClI10O83E s

- Ship Planning Syslem
= Yard Plawning System
= Resource Allocaticon Syslen

« PSA Singaporza's extensive conneclivity and staggering volumes are supported by
its IT backbonz - Computer Integrated Termiral Operations System (CITOSE).

an Enterprise Resource Planning syste that

coorcinates and integrates every asset from prime movers, yard cranes, quay

cranes {o conta ners and drivers

SA s able to manage its equipment anc people seamlessly, flexib'y
and in real-lime espeacially in the coerations as follows:
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Development of Container Terminal operations

i B
et Phea : St
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g“ i

Yard Sperrions Inios Tanminal Shigside Prim Nurel  ReeherGare, Cremiars,
Lovrealiata Cparaflona Operatans Boxare

Use of technology to improve operations flow

* Remote Crane Operations & Control

» The RCOC (Remote Crane Operations & Control} systemn, introduced in 2000,
supports the running of Remate Yard Operations for Pasir Panjang Terminal.

» It enables PSA Singapore to break away from the conventional yard cperations
where every vard crane is operated by an operator, The operator only handles Lhe
mount or offload of container at the chassis lane. The rest of the action is fully
automated by the COverhead Bridze Cranes {O1IBC). With RCOC, a 6-fold increasze in
productivity is achievad.

33




Use of technology to improve operations flow
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Use of technology to improve aperations flow

« RLOC comprises of a suite of system applications that have the following

capabilities;

= Built-in intelligence that optimizes the jobs to be executed and the deployment of

Cverhead Bridge Cranes and prime movers.

¢ Real-time monitoring and control of tho remote aperations

v Real-time live video and data streaming of images from the OHBC cameras and
data signals exchange between the OHBC and the cperator’s consoles to achieve
sirmilar gquality of service as if the cperators are physically on the OHBC executing

the jobs.




Port Security and Safety

Security and Safety Concerns
= Safety Management in PSA
= Structure of Legislations

Constitutions

L=\

subsidlary Legislations

Code of Practices & Singapore Standards \




Security and Safety Concerns

» Safety Management in PSA
= Workplace Safety ard Health Act [\WSH Act]

WORETPLACE SAFETY AN HEATTH ACT
(CHAPTER 3544 SECTION 65}
WORKPLACE SAFETY AND HEALTH (GENERAL PROVISIONS) RECULATIONS
el
G0 Ne. B [M0006

REVISELD ELTHIN 2H7
{Est Dutiben 2007)
[1st March 2005]

Security and Safety Caoncerns

® Safety Management in PSA

= WSH Guidelires anc Cade of Practice
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Security and Safety Concerns

= Safety Management in PSA

* Reduce risks at source by requiring all stakeholders to eliminate
or minimize the risks they create.

» Industry required to take greater ownership of safety outcames.

+ Prevent accidents through higher penalties for poor safety
management.

Security and Safety Concerns
= Safety Management in PSA
= Duty Holders under WSH Act

[ommer bu

Erector & | .=
Installer

Manufacturer

& Supplier
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Security and Safety Concerns

= Safety Managemenl in PSA
= WSH Act

Under the W5H Act, al_employees have & duty to keep their workplace and colleagues
safe. As an emplovee, you should:

o

Follow safely and health procedures al your workplace;

Not endanger yourselt and your caolleagues;

Not tamper with satety devices, or perlorm wilful or reckless acts;

Report unsafe waork candilions, behaviours and workplace incidents (regardless of
whether an injury has taken place); and

o Provide suggestions to improve safety and health at work.,

o o

o

Security and Safety Concerns

= Safoty Managemeant in PSA
= WSH Act

Under the W5l Act, employers are required to ensure the safety and health of every
ore of their employzes. Employers should:

Remove or contral risks at their workplace;

Maintzin a safe wark environment;

Make sure that safety is maintained in the handling of all equipment used at the
workplace;

2 Develop plans for dealing with emergencies; and

= Provide employees with clear plans and rescurces to keep thelr workplace safe.

Qi

|;-_|
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Security and Safety Concerns

= Sufety Management in PSA
* WSH (Work at Heights) Regulations 2013

WSH (Werk at Heights) Regulations 2013
« Fall Prevention Plan
= Permit-to-woark system for horardous WAH

» Trainings

Security and Safety Concerns

» Safety Managementin PSA
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Security and Safety Concerns

Safety Managementin P54

HSSE Council

Zafety & H=akth T2minz

Deparimz 12 Sacurity Dept

Environment
Departmeant

HS55E
Comimitize

wWorkplzoe 557y Lis san
Safety & 11=altk Officers
Officers

Security and Safety Concerns

= Safety Managementin F5A

2PPSA

The Warla®s Purt ol Zall

PSA GROUP HSSE POLICY

At the heor: of B2 lies o shreng, wowavering commilmenl 1o
provide aur paople with & safe. sacure. hoo "y work ploco & to
p'(;!nole susainuble develooimen! in 1he communitie: ws EIF‘E'C!+E .

AsGr ineustry leaces, wa will conlinually upgradse our HEIE practices &
parformercs & be an exemplory corpoasate portmer on HERE mofhers

an
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Security and Safety Concerns

» Safety Managementin PSA - Penully System
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Security and Safety Concerns

= Safety Vanagementin PSA - Penalty System
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Security and Safety Concerns

= Safety programme is aimed at creating an accidenl-free cnvironment
and developing personal safely awarcness among staff and port
waorkers.

Accident investigation and reporting system
= Roview and analysis ol accident statistics

» Departmental safety promotion and activities

Safety training
Enforcement of safety measures
Enforcement of safety procedures

=

National and Global Security laws and regulations

= Security Regulations and Requirements far Ships and Parts

» 1918 International Maritime Organization Convention (IMOC] as a specialized
aroup of the United Nations, which concentrates particularly on maritime issucs
such as marine safety, marine environmental protection, and marine security
including marine legal systems.

12
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National and Global Security laws and regulations

Singapore Maritime Port Authority (MPA)

» | he safeguarding of vessols, harbours, ports, waterfrant facilities and carge frem
internal threats such as destruction, loss or injury from sabotage ar olhor subvisrsive
acts; accidents: thefts; or other causes of similar nature,

= The security of port facilities and ships is of major importance, especially with the
global threat of terrorism. The international Ship and Port Tacility Security (ISPS)
Cnde has heen devzloped to enhance the security of ships and port facilities.

= Marilime Port Authority (MPA] haos also developead a Part Security Manual for the
Singapore port facilities anc provides updates through port marine circulars/notices
anc the current security level of Singapore,

National and Global Security laws and regulations

= Singapore Maritime Port Authority (MPA)} - Port Marine Safety

= MPA's Marine Environment and Safety Department strives to ensure MPA Fort
Repulations and Acts on marine safety and environmental protection are enforced
effectively in the port wasters so as to safeguard and promote Singapore’s status as
a global hub port.
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National and Global Security laws and regulations

Singapore Maritime Port Authority (MPA) - Port State Cantrol

* The MPA performs Port State Control inspections to check and ensure that visiting
foreign ships are in compliance with international regulaticns.

* The inspeclion alse onsures thal the ships leaving the port meest international
satety, security and marine pallutinn prevention standards.

= Ships that do not meet these standards may be detained and would need to apply
for a fallow-up inspection betore release.

National and Glabal Security laws and regulations

Singapore Maritime Port Authority (MPA)

Using Drones to Manage Marine Incidents

« Urones are all the rage right ncw and they are easily availanle at relativaly low cost.. The
induslry and even the public sector are is exsloring tha use of drone technalogy Ir areas
such as 'mproving service delivery.

« MPA is looking at dranes for a variety af reasons Currantly, to collect data, a a0zt is needed

to navigate around the port. But using a boat may not be the most efficient way to collect
data as the s0at’s speed is limited ard there is heavy marine trzffic.

« [ViPA plans to use drones to manizaor marine incidents such as oil spil s in Singapore’s port

waters. Thesze drones can capture events and stream live videc sack to the cantrol centre in

near real-time. In fact, it is greencr a5 a drone used in such a scenario weights abaut ke,
uses battery instead of burnirz the marine fuel oil needad to power a 25 ton boat.
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National and Global Security laws and regulations

» Singapore Internal Security Act (ISA)

* The Internal Security Act {ISA) is a law that enables the government to swiftly act
against what it deems to be threats to naticnal security by emploving various
meezsures. The law is carried out by the Internal Security Department (15D}, a body
uncer the purview of the Ministry of Home Affairs,

* The key power of the ISA is the placing of an individual under preventive detantion
for a renewable pericd of up to two years at a time without trialin apen courl. The
government justifies the law on the grounds of preserving public order and safcty,
and states that it is used only as a last resort, Since it was commenced in 1963, the
ISA has been used to deal with naticnal security issues such as communalism,
communism, espionage, fureign subversion and terrorism.

National and Global Security laws and regulations

Powers granted by the ISA

One ¢f the main powers granted by the 1SA is proventive detention. It allows the
governmenl Lo delain an individual who is suspected of being a threat to Singapore’s
internal security for a maximum period of 30 days. Thereafter, an Order of Delention
has to be issued in order to extend the detention period to a maximum of two years. If
the offence is deemed not too severe, a Restricticn Crder can be issued instead,

under which the individual is released but still subjected to certain reslrictions such as
having to seek permission Lo triavel abroad. Both the Order of Detention and the
Restriction Order can be renewed when necessary. Other powers of the ISA include
the prosecution of those who disseminate misinformalion to stir up public anxiety,
anid the imposition of curfews to calm public dizsorder,




Why is Security and Safety issues contribute to Port Competitiveness

« It is claimed that 904 of the wor!d’s trade travels by sea anc any security and safety
issues such as an attack happened in @ port terminal will put economic activity at
risk. So it is critical that port termingls should consider security vulnerabilities.

» The vulnerahilities to the port terminals may range from criminal activity and crug
smuggling, to terrarism and cyberattacks. If this happen to the part terminal it
would affect the port competitiveness in the global marker.

Discussion 5:

Operations issue faced at Participant’s ports and idea of exchange
on possible
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Question?
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